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Preface 
 
This document is intended for end users of BMC Patrol software. The user should be converse with the use 
of BMC Patrol and have a working knowledge of the network environment. 
 
The document will overview the various features of this KM and give an insight to its correct use and 
benefits, by means of actual screen shots taken from a Microsoft Windows NT system (screen images on 
UNIX system may vary slightly from those shown in this manual).   
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Credits 
 
Patrol is a trademark of BMC Software. 
 
VMDevice, VMPolicy, VMScope are trademarks of NetPrecept Limited. 
 
Other logos and product/trade names are registered trademarks or trademarks of their respective companies. 
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Overview: 
 
The VMDEVICE KM is bespoke software written for use with BMC Patrol. 
 
This KM was written to fulfil the requirement of monitoring the VMDevice hardware and creating a visual 
interpretation within the BMC patrol environment. 
 
The KM monitors the availability of the device, its health and reports on key statistics such as visitor levels 
and priority and policy threshold breaches. 
 
 
 

Supported Platforms 
 
The VMDEVICE KM will support the following: 
 
BMC Patrol Agents, 3.3 or higher on any OS platform. 
BMC Patrol Consoles, 3.3 or higher on Windows platform. 
BMC Patrol Consoles, 3.3 or higher on Unix platforms, but with limited icon support. 
BMC Patrol Central, but with limited icon support. 
 
VMDevices running VMScope / VMPolicy software, V2.X or greater. 
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Main Application Icon. 
 

 
 
The “VMDEVICE” main icon will appear beneath the Agent icon within the MainMap window for each 
Agent on which the KM software has been correctly installed. Installation of the KM can be done locally or 
committed to an Agent via a developer console connection.  
 
For more details on installation see the section  “ Installation”  in the guide. 
 
 

Main Application Instance Icons 
 
Beneath the VMDEVICE main icon will be an icon for every VMDEVICE instance. 
 
To manage VMDEVICE instances, you must first obtain a DEMO or FULL licence to use the KM. 
To find out how to set a licence, see the sections  “Licence”  and “Set Licence Key”  in the guide. 
 
 In the example below there is an instance called “vmdevice1” . 
 
 

 
 
There is also a single SNMP_TRAPS icon present beneath the main application icon. There will only be 
one SNMP_TRAPS icons regardless of how many VMDEVICES are being monitored.  
 
For functions of the SNMP_TRAPS, see the sections “SNMP_TRAPS” in the guide.  
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Subset Applications & Parameters 
 
Drill down from the VMDEVICE instance icon (in this example vmdevice1) to display instance specific 
application icons and parameters. 
 
Depending on the configuration of the instance being monitored, all or only some subset application icons 
and parameters will be available. If the KM cannot extract specific information for an instance, then that 
particular icon and its associated parameters will be removed from the console view. This gives a clear 
indication as to what is and what is not being monitored. 
 
The example below shows all subset application icons and parameters that are available beneath the main 
parent application. 
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Main Application Parameters 
 
Beneath the main application icon there are 5 parameters: 
 
PrimaryPING 
StandbyPING 
PrimaryHTTP 
RebootDetect 
ConfigChange 
Mode 
 
 

 
 
Parameter Description 
Pr imaryPING This is a PING test to check the Primary VMDEVICE instance is alive.  

 
The test consists of 4 ping packets. Should there be no reply, a timeout is applied, then the 
test is repeated. The value of the parameter will range from: 
0 = no reply 
1 = part reply on 2nd attempt 
2 = full reply on 2nd attempt 
3 = part reply on 1st attempt 
4 = full reply on 1st attempt 
 
The default polling cycle for this test is every 1-minute. 

 
 
 

 
 
Parameter Description 
StandbyPING This is a PING test to check the standby VMDEVICE instance is alive, if the KM is 

configured to test a Standby device.  
 
The test consists of 4 ping packets. Should there be no reply, a timeout is applied, then the 
test is repeated. The value of the parameter will range from: 
0 = no reply 
1 = part reply on 2nd attempt 
2 = full reply on 2nd attempt 
3 = part reply on 1st attempt 
4 = full reply on 1st attempt 
 
The default polling cycle for this test is every 1-minute. 
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Parameter Description 
Pr imaryHTTP This is a HTTP test to check the Primary VMDEVICE instance is alive and serving HTTP 

requests.  
 
The test consists of extracting data used by KM to populate parameter values. 
The value of the parameter will range from: 
0 = Ok 
1 = Error in collecting data via the HTTP request. Review annotate for more info. 
 
The default polling cycle for this test is every 1-minute. 

 
 

 
 
Parameter Description 
RebootDetect This consumer parameter indicates a reboot of the VMDEVICE was detected by receipt of 

an NPLVM3510I SNMP Trap from the VMDEVICE. 
The value of the parameter will range from: 
0=Ok 
1=Reboot detected. 
 
This parameter will automatically reset from a 1 to a 0 after 1-minute. 

 
 
 

 
 
Parameter Description 
ConfigChance This consumer parameter indicates a configuration change has successfully been applied 

by receipt of an NPLVM3601I SNMP Trap from the VMDEVICE. 
The value of the parameter will range from: 
0=Ok 
1=Configuration has been successfully applied. 
 
This parameter will automatically reset from a 1 to a 0 after 1-minute. 
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Parameter Description 
Mode This consumer parameter indicates the mode of the VMDEVICE. 

This is not dynamic and only reflects how the mode of the VMDEVICE was set during 
the configuration when the VMDEVICE was added for monitoring. 
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Subset Application Icons & Their Parameters 
 
The following icons represent areas within the VMDEVICE instance environment. 

CPU 
 
 
 
 
This icon represents CPU utilisation information. 

 
Beneath this icon there is 1 parameter representing statistical and operational information.  
There is also one collector parameter, which is the data collector for this subset application and will shown 
textual information about the data collected and the configuration for this subset. 
 

 
 
 
Parameter Description or Polling Cycle 
CPUUtilisation Indicates the CPU utilisation as a percentage. 
vmstatCOLL The default polling cycle for CPU data is every 1-minute. 
 
 

FILESYSTEM 
 
 
 
 
This icon represents filesystem information. 
 

There will be an icon for each filesystem instance beneath this parent icon. 
There is also one collector parameter, which is the data collector for this subset application and will shown 
textual information about the data collected for this subset. 
 

 
 
Beneath each individual filesystem icon there are 3 parameters representing statistical, availability and 
operational information. 
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Parameter Description or Polling Cycle 
Used Indicates the amount of filesystem space used in Kbytes. 
PercentFull Indicates the amount of filesystem space used as a percentage. 
Size Indicates the size of the filesystem in Kbytes. 
dfCOLL The default polling cycle for FILESYSTEM data is every 10 minutes. 
 

 

MEMORY 
 
 
 
 
This icon represents memory usage. 
 

Beneath this icon there is 1 parameter representing statistical, availability and operational information. 
 

  
 
 
Parameter Description  
FreeMemory Indicates the available free memory in 1 Kbyte blocks. 

 
The default polling cycle for MEMORY data is every 1-minute. 
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VISITORS 
 
 
 
 
 
This icon represents Visitor information. 

 
There will be an icon for each Priority Class defined on the VMDEVICE instance beneath this parent icon. 
There are 4 parameters representing session activity. 
There is 1 parameter representing Policy Alerts. 
There is 1 collector parameter, which is the data collector for this subset application and will shown textual 
information about the data collected and the configuration for this subset. 
 
 

 
 
Parameter Description or Polling Cycle 
PolicyAler t  Indicates when Policy Content threshold trap alerts have been received.  
SessionRejects Indicates the number of sessions rejected by the VMDEVICE.  
SessionAccepts Indicates the number of sessions accepted by the VMDEVICE.  
SessionAttempts Indicates the number of sessions attempted through the VMDEVICE.  
visitCOLL The default polling cycle for VISITOR data is every 1-minute. 
 
Beneath each individual Priority Class icon (in this example, Gold) there are 2 parameters representing 
statistical, availability and operational information. 
 
 

 
 
Parameter Description 
VisitorCount  Indicates the total number of visitor sessions connected to pages within the Class.  
ClassAler t Indicates when Priority Class threshold trap alerts have been received.  

 



 

RQ VMDEVICE KM for  NetPrecept’s VMDevice V1.X 14

 

 

SNMP_TRAPS 
 
 
 
 
This icon represents SNMP trap information. 
 

 
Beneath this icon there are 1 parameter representing statistical and operational information.  
There is also 1 collector parameter, which is the data collector for this subset application and will shown 
textual information about trap data collected. 
 
 

  
 
 
Parameter Description 
TrapReceived Indicates when any valid trap has been received. 

 
A valid trap is any trap that has come from an IP address associated with a 
VMDEVICE instance being monitored by the KM. 

trapCOLL Displays the trap data information. 
 
All trap data is stored in a text file for historical information and can be reviewed 
using a KM menu command (see KM COMMANDS in this guide) or at the operating 
system level. 
 
The filename and location is %PATROL_HOME%\snmp_trap.txt 
 

 
 
 
There is also a feature of the SNMP_TRAPS that can generate a unique BMC Patrol event for every SNMP 
Trap received from a valid VMDEVICE. See Event Manager in the guide. 
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KM Commands 
 
Maintenance of VMDEVICE instances within this KM is via the KM COMMANDS pull down menu 
shown below.  This Menu is available from the Main VMDEVICE icon (not the individual instance icon). 
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Configuration 
 
The Configuration menu allows you to add, modify and delete VMDEVICE instances. 
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Add VMDevice 
 
To add a VMDEVICE, select the “Add VMDevice”  from the Menu. A popup response window will 
appear, prompting you to fill in the required information. 
  

 
 

·  Hostname or IP of the target VMDEVICE. This must be host file or DNS resolvable. 
·  Up to 6 IP addresses can be associated with a VMDEVICE depending on its configuration. 

WS 1 and NET 1 are minimum requirements for a Standalone VMDEVICE. 
WS 2, NET 2 and MGR 1 and 2 are required for a Failover Complex scenario. 

·  VMDEVICE environment indicates whether it is a standalone VMDEVICE or part of a Failover 
Complex scenario. 

 
 

If you select the Failover Complex option, an additional popup window will appear, prompting you to fill 
in the required information about the Standby VMDEVICE. 
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·  One IP address of the Standby VMDEVICE is required to allow a PING test. 
·  You may select whether the test is carried out or not be selecting the appropriate radio button. 

 
 
 
 
 

Modify VMDEVICE 
 
To modify an existing VMDEVICE instance, select the “Modify VMDEVICE” from the Menu.  
A popup response window will appear, prompting you to select a VMDEVICE to modify.  
 

 
 
 
Highlight the VMDEVICE you wish to modify and select Continue. 
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Another popup response window will appear, prompting you to modify the current information.  
This popup window is similar to the "Add VMDevice" window, but with the previous values pre-filled. 
 

 
 
 
NOTE: You cannot change the name of the VMDEVICE instance. If you wish to rename an instance, you 
must first delete the old instance, then add the new instance with the desired name. 
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Delete VMDEVICE 
 
To delete an unwanted VMDEVICE instance, select the "Delete VMDevice" from the Menu. 
A popup response window will appear, prompting you to select a VMDEVICE to delete.  
 
 

 
 
 
Highlight the VMDEVICE you wish to delete and select Continue. 
 
Another popup response window will appear, prompting you to confirm deletion.  
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Primary VMDEVICE Monitoring 
 
The Monitoring menu found at the main VMDEVICE application icon level, allows you to suspend and 
resume monitoring of primary VMDEVICE instances. 
This can be useful if a VMDEVICE is undergoing maintenance or there will be a planned outage. 
 

 
 
 
 
 
 

Suspend Monitoring 
 
To stop monitoring a VMDEVICE, select “Suspend_Monitoring”  from the menu. 
A popup response window will appear, prompting you to select a VMDEVICE to suspend monitoring.  
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This monitoring state will be remembered even after BMC Patrol Agent restarts or system reboots. 
 
NOTE: All the icons and the VNDEVICE instance will disappear from the console view. However all the 
configuration information about this instance is retained. 
 

Resuming Monitoring 
 
To resume the monitoring of a VMDEVICE, select “Resume_Monitoring”  from the menu. 
A popup response window will appear, prompting you to select a VMDEVICE to resume monitoring.  
 
 

 
 
 
This monitoring state will be remembered even after BMC Patrol Agent restarts or system reboots. 
 
NOTE: All the icons and the VMDEVICE instance will reappear in the console view.  
However this may not happen immediately but will happen on the next discovery cycle of the KM. 
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Standby VMDEVICE monitoring 
 
The Monitoring menu found at the VMDEVICE instance icon level, allows you to suspend and resume 
monitoring of the standby VMDEVICE. 
 
This can be useful if one VMDEVICE in a failover complex has failed and the environment is currently 
working with just one VMDEVICE. This would mean the standby VMDEVICE was no longer available 
and you would have an alarm condition on the StandbyPING parameter. 
 
 

 
 
 

Suspend PING 
 
To stop monitoring (pinging) a standby VMDEVICE, select “Suspend_PING” from the menu. 
The StandbyPING parameter will disappear from the console view. 
 
 

Resume PING 
 
To resume monitoring (pinging) a standby VMDEVICE, select “Resume_PING” from the menu. 
The StandbyPING parameter will reappear in the console view. 
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Licence 
 
The licence menu allows you to enter a licence key to enable the KM for use. 
Without either a DEMO key or FULL key, the KM will not function. 

Set Licence Key 
 

 
 
 
To set a key, first select the SETUP icon, and then select “Set Licence Key”  from the menu. 
A popup window will appear prompting for a key. 
 

 
 
A key is a hex encrypted licence, which looks like this: BE65EAD3AEA042AAF312E8BA3582C738 
 
Demo keys can be used on any hostname and they will expire after 14 days. 
You can apply only one demo key before a full licence key must be obtained. 
 
Full keys are specific to a hostname, so you must make sure the hostname matches the one supplied for the 
key generation, including case sensitivity. 
 
If you set a key that is valid you will receive a prompt indicating the acceptance of the key. 
 

 
 
If you set a key that is invalid (wrong hostname, repeat demo key, bad key) you will receive a prompt 
indicating a key error and the nature of the error. 
 

 



 

RQ VMDEVICE KM for  NetPrecept’s VMDevice V1.X 25

 

Event Management 
 
It is possible to configure the VMDEVICE KM to generate a unique Patrol Event for every valid SNMP 
Trap received. These events would be in addition to any normal event generated by a parameter threshold 
alert event and would contain the IP source and text from the SNMP trap, and would have a default severity 
of “WARNING”. 
 
The example below shows that a VMDEVICE with an IP address of 192.169.2.1 raised a NPLVM1894I 
trap event because the visitor level rose to a threshold level of 3, which was set on the Priority Class named 
“Gold” .  
 

 
 
This could be useful if you have some other enterprise management tool, which has BMC Patrol integration 
and can process BMC patrol events or you just wish to record these traps in the BMC event repository. 
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Set Events 
 
 

 
 
To set this feature on or off, select the “Set_Events”  from the “Event_Management”  KM Commands menu 
found under the SNMP_TRAPS instance icon. 
 
A popup response window will appear, prompting you to select a VMDEVICE to resume monitoring.  
 
 

 
 
Enter a tick to switch this feature on, or remove the tick to switch this feature off. 
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Infoboxes 
 
The Infobox menu option will give information about the KM. 
To obtain this information, highlight the main Application icon, RMB > Infobox.  

VMDEVICE Application Icon InfoBox 
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Default Alarm Settings 
 

Parameters 
 
Application Parameter  Border  Alarm 1 Alarm 2 Recovery 
VMDEVICE PrimaryPING 0-4 (A) 0-0 (A) 1-1 (W) - 
 StandbyPING 0-4 (A) 0-0 (A) 1-1 (W) - 
 PrimaryHTTP 0-1 (A) 1-1 (A) - - 
 RebootDetect 0-1 (A) 1-1 (W) - - 
 ConfigChange 0-1 (A) 1-1 (W) - - 
      
VMDEVICE_CPU CPUUtilisation 0-100 (A) 90-95 (W) 95-100 (A) - 
       
VMDEVICE_DISK_INT PercentFull 0-100 (A) 90-95 (W) 95-100 (A) - 
      
VMDEVICE_VISIOTRS PolicyAlert 0-1 (A) 1-1 (W) - - 
      
VMDEVICE_PRIORITY ClassAlert 0-1 (A) 1-1 (W) - - 
      
 
 
 

Recovery Actions 
 

Parameters 
 
There are no default recovery actions set on any parameters. 
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Hierarchy 
 

Application Class 
 
The diagram below represents the application classes’  hierarchy for VMDEVICE structure. 
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KM Files 
 
The following list represents the directories and files hierarchy for the VMDEVICE KM. 

 
 

$PATROL_HOME 
 

      
L IB 

      
 

KNOWLEDGE PSL IMAGES 
VMDEVICE.kml   Cpu_ok 
VMDEVICE.km   Cpu_warn 

VMDEVICE_CONT.km   Filesystem_ok 
VMDEVICE_CPU.km   Filesystem_warn 
VMDEVICE_DISK.km   Memory_ok 

VMDEVICE_DISK_INST.km  Memory_warn 
VMDEVICE_MEMORY.km  Snmp_ok 
VMDEVICE_PRIORITY.km  Snmp_warn 

VMDEVICE_SNMP.km  Visitor_ok 
VMDEVICE_VISISTORS.km  Vmdevice_ok 

Memory_warn  Vmdevice_warn 
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Installation        

Patrol Agent. 
 
To install the VMDEVICE KM on a Patrol Agent server, simply copy the top level “ lib”  directory and all 
its sub-directories and files into the Patrol home directory ($PATROL_HOME or %PATROL_HOME%). 
 
You can exclude the images directory if you wish, as the Agent does not use these files. 
However, no functionality, performance or operational issues will result if you do copy the images 
directory. 
 
NOTE: Ensure you preload the VMDEVICE KM to allow the Agent to monitor your devices even when no 
Consoles are connected. Use the VMDEVICE.kml file as the reference in the /AgentSeup/preloadedKMs 
listing within the Agent configuration. 

 

Patrol Console. 
 
To install VMDEVICE KM on a Patrol Console server, simply copy the top level “ lib”  directory and all its 
sub-directories and files into the Patrol home directory ($PATROL_HOME or %PATROL_HOME%). 
 
NOTE: You will need to exit and restart any existing Consoles that are running to allow the new icons 
supplied with the VMDEVICE KM to be loaded into the Consoles cache memory and be available for use. 
 
NOTE: Ensure you load all the VMDEVICE KM files into your Console to view the monitoring of your 
devices. 
Use the VMDEVICE.kml file as the reference source when loading the VMDEVICE KM. 
 
 
 
 
 
 


