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Preface

This document is intended for end users of BMC Patrol software. The user should be converse with the use
of BMC Patrol and have aworking knowledge of the network environment.

The document will overview the various features of this KM and give an insight to its correct use and

benefits, by means of actual screen shots taken from a Microsoft Windows NT system (screen images on
UNIX system may vary slightly from those shown in this manual).
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Credits

Patrol is atrademark of BMC Software.
NetApp Filer is atrademark of Network Appliances.

Other logos and product/trade names are registered trademarks or trademarks of their respective companies.
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Overview:

The RQ_ NAFILER KM is bespoke software written for use with BMC Patrol.

This KM was written to fulfil the requirement of monitoring Network Appliances Filers (network storage
device) using SNMP and creating a visua interpretation within the BMC patrol environment.

The KM monitors the availability of the device, its health and reports on key statistics.
Monitoring is achieved by use of the SNMP protocol, v1 standard.

Supported Platforms

The RQ_NAFILER KM will support the following:

BMC Patrol Agents, 3.3 or higher on any OS platform.

BMC Patrol Consoles, 3.3 or higher on Windows platform.

BMC Patrol Consoles, 3.3 or higher on Unix platforms, but with limited icon support.

BMC Patrol Central, but with limited icon support.

NetApp Filer devices that support SNMP V1 and NetApp Release 6.X.X or greater.

NOTE: Not all parameters may be popul ated due to variationsin MI1B content and structure across different

NetApp Filers devices, their OS release and firmware version.

The development for this KM was based on NetApp OS release 6.5.X with firmware release 1.2.0.
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Main Application Icon.

MAFILER.

The “NAFILER” main icon will appear beneath the Agent icon within the MainMap window for each
Agent on which the KM software has been correctly installed. Installation of the KM can be donelocally or
committed to an Agent via a devel oper consol e connection.

For more details on installation see the section “Installation” in the guide.

Main Application Instance Icons

Beneath the NAFILER main icon will be an icon for every NetApp Filer instance.

To manage NetApp Filer instances, you must first obtain aDEMO or FULL licence to use the KM.
To find out how to set alicence, seethe sections “Licence” and “Set Licence Key” in the guide.

In the example below there is an instance called “FILER1".

FILER1
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Subset Applications & Parameters

Drill down from the NetApp Filer instance icon (in this example FILERLY) to display instance specific
application icons and parameters.

Depending on the Net App Filer instance being monitored, all or only some subset application icons and
parameters will be available. If the KM cannot extract specific information for an instance, then that
particular icon and its associated parameters will be removed from the console view. This gives a clear
indication as to what is and what is not being monitored.

The example below shows all subset application icons and parameters that are available beneath the main

parent application.
S Wy O
i b
S’ e

snmpstatus Information zlobal3kake CPUklisation MAFILER_IF MAFILER_EMY
-
I- — s —
! i

MAFILER._SPARE MAFILER_DISKS  MAFILER_RAID MAFILER _WoOL  MNAFILER_QTREE MAFILER_QUOTA

MAFILER._CLUSTR  MAFILER._CIFS MAFILER._MF3
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Main Application Parameters

Beneath the main application icon there are 4 parameters:

Information
CPUUtilisation
Global State
SnmpStatus

Information

Information Thisis adatacollector for each NetApp Filer instance.

The Information parameter is atext parameter and will display information about the data
collected.

There will also be atime stamp when the collector last ran and summary information
about the device being monitored.

Reviewing this parameter will help you understand what is being collected and help in
debugging problems.

The example below shows the start of the text information available. In this case you can see the timestamp
when the collector ran (in this case 10:41:56 on Wed 2™ Feb 2005).

The default polling cycle for the collector is 2 minutes.

Data collection started @ Wed Feb 2 18:41:56 2885

SHHP Session DK
SHHMP Data GET OK

Filer Hame: vm-london—-filer 81.virginmobile.com

Filer HModel: FAS278

Filer Release Uer: Hetfpp Release 6.5.3P4: Thu Dec 28 B82:12:58 PST 2884
Filer Firmware Uer: 1.2.8

Filer Global State: OK
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CPUUKlisation

all
i

CPUUtilisation

This consumer parameter shows the CPU usage of the NetApp Filer.

¥

zlobalskate

Global State

This consumer parameter shows the Global State reported by the NetApp Filer.

The normal working state is reported; as OK; however there are several other states the
NetApp Filer may be operating under ranging from Unknown to Critical.

Review this parameter is see the working Global state of the NetApp Filer should

¥

snmpSkatus

snmpStatus

This consumer parameter shows the reply status to the SNMP GET commands.

During every collection poll, the first thing the Information collector parameter checksis
the availability of the device.

Thisis achieved by attempting a“sysname” fetch from the device.

If the collector failsto open a session or fails to extract the expected datathen thisis
recorded in this parameter.
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Subset Application Icons & Their Parameters

The following icons represent areas within the NetApp Filer instance environment.

NAFILER_IF

=

MAFILER_IF  Thisicon represents network interface’ s information.

Therewill be an icon for each network interface on the NetApp Filer instance beneath this parent icon.
Thereisalso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

FCOLL el

= o= om o=

wif 1 wif1-111 wif 1-500

o

Beneath each individual network icon there are 4 parameters representing statistical, availability and
operational information.

58 3 &

IFSpeed INOckets IFSkatus
| FSpeed Indicates the interfaces speed in bits per second (bps)
INOctets Indicates the real time inbound traffic in octets per seconds.
| FStatus Indicates the operational status of thisinterface. One of UP, DOWN or TEST.
OUTOctets Indicates the real time outbound traffic in octets per seconds.
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NAFILER_ENV

L

e —
MAFILER_EMY  Thisicon represents environmental information.

Beneath thisicon there are 4 parameters representing statistical and operational information.

Thereisalso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

AN TEMP  MWRAMBattery:
FAN I ndicates the number of faulty Fans reported by the NetApp Filer.
PSU I ndicates the number of faulty Power Supplies reported by the NetApp Filer.
TEMP Indicatesif the NetApp Filer is running over its Temperature threshold.
NVRAMBattery | Indicates the presence, life and charge condition of the NVRAM battery.

NAFILER_QTREE

>

Thisicon represents user storage shares information.

Therewill be anicon for each network share on the NetApp Filer instance beneath this parent icon.
Thereis aso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

2 B BB

gtreeCOLL rook shared Users praofile

Beneath each individual network share icon there are 2 parameters representing statistical, availability and
operational information.

S b
QTreestyle QTreestatus
QTreeStyle Indicates the share Style, this can be UNIX, NTFS or MIXED.
QTreeStatus Indicates the state of the share, this can be Normal, Mirrored or Vaulted.
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NAFILER_VOL

=]
£
(L=
MAFILER_YOL  Thisicon represents Filesystem Volume information.
Therewill be an icon for each Filesystem volume defined on the NetApp Filer instance beneath this parent
icon.

Thereis aso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

wolZOLL Fvolfvoldf Pvolfvoldf.sna...  fwolfdatavoll)  fwolidatavollf...

Beneath each individual Filesystem icon there are 6 parameters representing statistical, availability and
operational information.

FilesMax FilesPercent FileslJsed YolSize YolSkatus YolUsed
FilesM ax Indicates the total number of files allowed on this filesystem volume.
FilesUsed Indi cates the number of files used on this filesystem volume.

FilesPer cent I ndicates the number files used on this filesystem volume as a percentage.
VolSize Indicates the total sizein KB of the filesystem volume.

VolUsed Indi cates the amount of used capacity of the filesystem volume as a percentage.
VolStatus I ndicates the filesystem volume status, ranging from creating to mounted.
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NAFILER_CLUSTER

NAFILER_CLUSTR.  Thisicon represents cluster failure information.

Beneath thisicon there are 4 parameters representing statistical and operational information.
Thereis aso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

cluskCOLL PartnerState InterConnect  ClusterTakeOver  ClusterState ClusterConfig
Partner State Indicates the Partner Availability.
I nter Connect Indicates the status of the network interconnection state between Cluster and Partner.
Cluster TakeOver | Indicates the ability and status of the Cluster to take over the Partner.
Cluster State Indicates the Cluster Availability.
ClusterConfig Indicates the current Cluster Configuration.

RQ KM for NetApp FilersV1.X 14




NAFILER_QUOTA

€

MAFILER_QUOTA  Thisicon represents Quotainformation.
Therewill be an icon for each Quota defined on the NetApp Filer instance beneath this parent icon.

Thereis aso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

€

quokaCoLL shared

Beneath each individual Quotaicon there are 4 parameters representing statistical, availability and
operational information.

Co— Co— Co— Co—

CuokaFull Zuokallsed QuokaMazx QuokaType
QuotaFull Indi cates the amount of the quota all ocation already used by the QTree as a percentage.
QuotaUsed Indicates the current size in KB of the QTree within this Quota allocation.
QuotaM ax I ndicates the maximum size in KB that the QTree can grow within this Quota allocation.
QuotaType Indi cates the Quota type, User, Group or Tree.
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NAFILE_DISKS

|._.-' -
S
MAFILER_DISks — Thisicon represents general disk information.
Beneath thisicon there are 4 parameters representing operationa information.

Thereisalso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

o

(S— LS— LS (S—

DiskFailed Disk3pare DiskAckive DiskTotal diskZOLL
DiskFailed I ndicates the number of FAILED disks as reported by the NetApp Filer.
DiskSpare Indicates the number of SPARE disks as reported by the NetApp Filer.
DiskActive Indicates the number of ACTIVE disks as reported by the NetApp Filer.
DiskTotal Indicates the number of TOTAL disks as reported by the NetApp Filer.

NAFILER_SPARE

MAFILER_SPARE  Thisicon represents spare disk information.

Therewill be an icon for each spare disk on the NetApp Filer instance beneath this parent icon.
Thereis aso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

™ ',i" -
i (SPRRE,
B Nugmet
spareCOLL SpareCount  spare_disk_0Ob.29
CS— LS
Sparestatus Sparesize
Spar eCount Indicates the number of SPARE disks as reported by the NetApp Filer.
SpareStatus Indi cates the status of the spare disk, ranging from spare to adding.
SpareSize Indicates the total sizein MB of the spare disk.
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NAFILER_RAID

Thisicon represents raid disk information.

Therewill be an icon for each raid set defined on the NetApp Filer instance beneath this parent icon.
Thereis aso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

Beneath each individual raid set icon will be icons representing each disk belonging to this raid set.
Beneath each individual raid disk there are 3 parameters representing statistical, availability and operational

information.

DiskslnRaid I ndicates the total number of disksin each raid set.

DiskUsed I ndicates the used amount in MB of theindividual disk.
DiskStatus Indicates the individual disk status, ranging from Active to Failed.
DiskSize Indicates the total sizein MB of the individual disk.
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NAFILER_CIFS

Thisicon represents CIFS information.

Beneath thisicon there are 8 parameters representing statistical and operational information.
Thereis aso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

ClFState Indicatesif CIFSisenabled on thisFiler.

CIFSLogin Indicatesif Logons are allowed of thisFiler.

CIFSSecurity Indicates the type of security used for CIFS, UNIX or PC.
CIFSUsers I ndicates the current number of active users connected.
CIFSTrees Indicates the current number of Trees defined within CIFS.
CIFSShares I ndicates the current number of Shares defined within CIFS.
ClIFSSessions I ndicates the current number of Sessions connected.
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NAFILER_NFS

This icon represents NFS information.

Beneath thisicon there are 10 parameters representing statistical and operational information.
Thereis aso one collector parameter, which is the data collector for this subset application and will shown
textual information about the data collected and the configuration for this subset.

Serv_Calls Indicates the number of Server Calls per minute.
Serv_BadCalls Indicates the number of Server Bad Calls per minute.
V2 Reads Indicates the number of V2 Reads per minute.

V2 Writes Indicates the number of V2 Writes per minute.

V3 Reads Indicates the number of V3 Reads per minute.

V3 Writes Indicates the number of V3 Writes per minute.

UDP RPC_Calls

Indicates the number of UDP RPC Calls per minute.

UDP_RPC BallCalls

Indicates the number of UDP RPC Bad Calls per minute.

TCP_RPC Calls

Indicates the number of TCP RPC Calls per minute.

TCP_RPC_BadCalls

Indicates the number of TCP RPC Bad Calls per minute.

RQ KM for NetApp Filers V1.X
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KM Commands

Maintenance of NetApp Filer instances within this KM isviathe KM COMMANDS pull down menu
shown below. This Menu is available from the Main NAFILER icon (not the individual instance icon).

Configuration

The Configuration menu allows you to add, modify and delete NetApp Filer instances.
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Add NA Filer

To add aNetApp Filer, select the“Add NA FILER” from the Menu. A popup response window will
appear, prompting you to fill in the required information.

Hostname or |P of the target NetApp Filer.

SNMP port to communicate with the target device. Default is 161.

Read Community string, Default is“public” but thisis often changed. Without the correct
community name you cannot monitor the device.

SNMP Timeout value for poor responding NetApp Filers.

SNMP Retry value for poor responding NetApp Filers.

The maximum number of Volumes, Qtrees, Raids and Quotas to monitor. Thisisonly necessary if
the NetApp Filer has many sub system defined and monitoring may impact on both the NetApp
Filer and the Patrol Agent performance.

NOTE: Setting the value to zero will indicate to the Km that monitoring for this sub system is not
required.
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Modify NA FILER

To modify an existing NepApp Filer instance, select the “Modify NA FILER” from the Menu.
A popup response window will appear, prompting you to select a NetApp Filer to modify.

Highlight the NetApp Filer you wish to modify and select Continue.

Another popup response window will appear, prompting you to modify the current information.
This popup window is similar to the"Add NA FILER" window, but with the previous values pre-filled.
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NOTE: You cannot change the name of the NetApp Filer instance. If you wish to rename an instance, you
must first delete the old instance, then add the new instance with the desired name.

Delete NA FILER

To delete an unwanted NetApp Filer instance, select the "Delete NA FILER" from the Menu.
A popup response window will appear, prompting you to select a NetApp Filer to delete.

Highlight the NetApp Filer you wish to delete and select Continue.

Another popup response window will appear, prompting you to confirm deletion.
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Monitoring

The Monitoring menu allows you to suspend and resume monitoring of a NetApp Filer instance.
This can be useful if the NetApp Filer is undergoing maintenance or there will be a planned outage.

Stop Monitoring

To stop monitoring a NetApp Filer, select “ Stop Monitoring” from the menu.
A popup response window will appear, prompting you to select a NetApp Filer to stop monitoring.

This monitoring state will be remembered even after BMC Patrol Agent restarts or system reboots.

NOTE: All theicons and the NetApp Filer instance will disappear from the console view. However al the
configuration information about this instance is retai ned.
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Resuming Monitoring

To resume the monitoring of a NetApp Filer, select “Resume Monitoring” from the menu.
A popup response window will appear, prompting you to select a NetApp Filer to resume monitoring.

This monitoring state will be remembered even after BMC Patrol Agent restarts or system reboots.

NOTE: All theicons and the NetApp Filer instance will reappear in the console view.
However this may not happen immediately but will happen on the next discovery cycle of the KM.
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Licence

The licence menu allows you to enter alicence key to enable the KM for use.
Without either aDEMO key or FULL key, the KM will not function.

Set Licence Key

To set akey, first select the SETUP icon, and then select “ Set Licence Key” from the menu.
A popup window will appear prompting for akey.

A key isahex encrypted licence, which looks like this: BEGSEAD3AEA042AAF312E8BA3582C738

Demo keys can be used on any hostname and they will expire after 14 days.
Y ou can apply a maximum of 2 demo keys before afull licence key must be obtained.

Full keys are specific to a hostname, so you must make sure the hosthame matches the one supplied for the
key generation, including case sensitivity.

If you set akey that is valid you will receive a prompt indicating the acceptance of the key.

If you set akey that isinvalid (wrong hostname, repeat demo key, bad key) you will receive a prompt
indicating a key error and the nature of the error.

RQ KM for NetApp FilersV1.X 26



Infoboxes

The Infobox menu option will give information about the KM.
To obtain this information, highlight the main Application icon, RMB > Infobox.

NAFILER Application Icon InfoBox

NAFILER_IF Application Instance Icon InfoBox
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Default Alarm Settings

Parameters

NAFILER snmpStatus 0to2(A) ltol (W) | 2to2(A)
NAFILER CPUUTtilisation 0to 100 (A) | 90-100 (A) | -
NAFILER Global State 0-6 (A) 4-5 (W) 6-6 (A)
NAFILER_DISKS DiskFailed 0-0 (A) - -
NAFILER DISKS DiskSpare - 0-0 (W) -
NAFILER_RAID_DISKS | DiskStatus 0-6 (A) 6-6 (A) -
NAFILER VOL VolUsed 0-100 (A) 80-95 (W) | 95-100 (A)
NAFILER_VOL FilesPercent 0-100 (A) 80-95 (W) | 95-100 (A)
NAFILER_ENV FANS 0-0(A) - -
NAFILER_ENV PSUS 0-0 (A) - -
NAFILER ENV TEMP 0-2 (W) 2-2(W) -
NAFILER_ENV NVRAMBattery 1-9 (W) 3-3 (W) 5-6 (W)
NAFILER QUOTA QuotaFull 0-100 (A) 80-95 (W) | 95-100 (A)
NAFILER_CLUSTR ClusterState - 1-1(A) 3-3(W)
NAFILER CLUSTR PartnerState - 1-1 (W) 3-3(A)
NAFILER_CLUSTR InterConnect - 2-2(A) 3-3(W)
NAFILER_CLUSTR TakeOverState - 4-4 (W) 6-6 (W)

NOTE: No Network Interfaces alarm thresholds are preset to give any warning for a persistent “TEST”

state (2 consecutive readings) or an alarm for a“DOWN” state.

Therefore you must review the interface usage for each instance and set the alarm thresholds to suit your

environment.

Thetraditional and quickest way to set individual thresholds would be to use the developer consoles

parameter “customize...” menu option on a per interface basis.

Alternately you can use “ parameter override” or “configuration manager” if you do not want to change the

original KM.

Recovery Actions

Parameters

There are no default recovery actions set on any parameters.
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Hierarchy

Application Class (DISKS)

The diagram below represents the application classes' hierarchy for the RQ_NAFILER disk structure.
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Application Class (Env, Network Interfaces, Volumes, Quotas & QTrees)

The diagram below represents the application classes' hierarchy for the RQ_NAFILER environment,
network interfaces, volumes, quotas and gtrees structure.
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Application Class (CIFS and NFS)

The diagram below represents the application classes' hierarchy for the RQ_NAFILER CIFS and NFS
structure.
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KM Files

The following list represents the directories and files hierarchy for the RQ_NAFILER KM.

$PATROL_HOME

KNOWLEDGE PSL IMAGES
RQ NAFILER.kml Disk_info_ok
RQ NAFILER.km Disk info_warn
RQ_NAFILER _CONT.km Disk_raid_ok
RQ NAFILER DISKS.km Disk _raid_warn
RQ NAFILER ENV.km Disk spare ok
RQ_NAFILER_IF.km Disk_spare warn
RQ_NAFILER_IF_CONT.km filesystem ok
RQ NAFILER QTREE.km filesystem warn
RQ NAFILER QTREE_CONT.km nafiler_ok
RQ NAFILER RAID.km nafiler_warn
RQ_NAFILER RAID_CONT.km smp_ok
RQ NAFILER RAID DISKSkm smp_warn
RQ NAFILER SPARE.km swapfile ok
RQ NAFILER SPARE CONT.km swapfile warn
RQ_NAFILER VOL.km temp_ok
RQ NAFILER VOL_CONT.km temp_warn
RQ_NAFILER_QUOTA_CONT.km Quota ok
RQ NAFILER_QUOTA.km Quota warn
RQ NAFILER CLUSTER.km Na cluster_ok
RQ NAFILER NFS.km Na cluster warn
RQ_NAFILER CIFSkm Na cifs ok
Na cifs warn
Na nfs ok
Na nfs warn
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Installation

Patrol Agent.

Toinstall the RQ_NAFILE KM on a Patrol Agent server, smply copy thetop level “lib” directory and all
its sub-directories and filesinto the Patrol home directory ($PATROL_HOME or %PATROL_HOME%).

You can exclude the images directory if you wish, as the Agent does not use these files.
However, no functionality, performance or operational issues will result if you do copy the images
directory.

NOTE: Ensure you preload the RQ_NAFILER KM to allow the Agent to monitor your devices even when
no Consoles are connected. Use the RQ_NAFILER.kml file as the reference in the
/AgentSeup/prel oadedK M s listing within the Agent configuration.

Patrol Console.

Toinstall the RQ_NAFILER KM on aPatrol Console server, simply copy the top level “lib” directory and
all its sub-directories and files into the Patrol home directory (SPATROL_HOME or
%PATROL_HOME%).

NOTE: You will need to exit and restart any existing Consoles that are running to allow the new icons
supplied with the RQ_NAFILER KM to be loaded into the Consoles cache memory and be available for
use.

NOTE: Ensure you load all the RQ_NAFILER KM filesinto your Console to view the monitoring of your

devices.
Usethe RQ_NAFILER.kml file as the reference source when loading the RQ_NAFILER KM.
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