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Preface 
 
This document is intended for end users of BMC Patrol software. The user should be converse with the use 
of BMC Patrol and have a working knowledge of the network environment. 
 
The document will overview the various features of this KM and give an insight to its correct use and 
benefits, by means of actual screen shots taken from a Microsoft Windows NT system (screen images on 
UNIX system may vary slightly from those shown in this manual).   
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Credits 
 
Patrol is a trademark of BMC Software. 
 
Other logos and product/trade names are registered trademarks or trademarks of their respective companies. 
 



 

RQ KM for CISCO Network Devices V 2.3, guide revision 1 4

Contents 
PREFACE .......................................................................................................................................................................................................................... 2 

CREDITS........................................................................................................................................................................................................................... 3 

CONTENTS....................................................................................................................................................................................................................... 4 

OVERVIEW: ..................................................................................................................................................................................................................... 5 
SUPPORTED PLATFORMS ............................................................................................................................. 5 
MAIN APPLICATION ICON............................................................................................................................ 6 
MAIN APPLICATION INSTANCE ICONS......................................................................................................... 6 
SUBSET APPLICATIONS & PARAMETERS ..................................................................................................... 7 
MAIN APPLICATION PARAMETERS .............................................................................................................. 8 
SUBSET APPLICATION ICONS & THEIR PARAMETERS................................................................................ 11 

Network Interface................................................................................................................................. 11 
Memory................................................................................................................................................. 12 
PSU....................................................................................................................................................... 12 
Temperature......................................................................................................................................... 13 
Fans...................................................................................................................................................... 13 
CPU...................................................................................................................................................... 14 

KM COMMANDS........................................................................................................................................................................................................... 15 
CONFIGURATION ....................................................................................................................................... 15 

Add Cisco Device ................................................................................................................................. 16 
Modify Cisco Device............................................................................................................................. 17 
Delete Cisco Device ............................................................................................................................. 17 
Load Cisco Devices From File............................................................................................................. 18 

INSTANCE MONITORING............................................................................................................................ 19 
Suspend Monitoring.............................................................................................................................. 19 
Resuming Monitoring........................................................................................................................... 19 

INTERFACE MONITORING .......................................................................................................................... 20 
Start Monitoring................................................................................................................................... 20 
Stop Monitoring.................................................................................................................................... 20 
Setting the IF Name.............................................................................................................................. 21 

REPORTS ................................................................................................................................................... 22 
Interfaces.............................................................................................................................................. 22 

LICENCE.................................................................................................................................................... 23 
Set Licence Key..................................................................................................................................... 23 

INFOBOXES.................................................................................................................................................................................................................... 24 
CISCO DEVICE INSTANCE ICON INFOBOX .................................................................................................. 24 
CISCO DEVICE INTERFACE INSTANCE ICON INFOBOX ............................................................................... 24 

DEFAULT ALARM SETTINGS.................................................................................................................................................................................... 25 
PARAMETERS ............................................................................................................................................ 25 

RECOVERY ACTIONS.................................................................................................................................................................................................. 25 
PARAMETERS ............................................................................................................................................ 25 

HIERARCHY .................................................................................................................................................................................................................. 26 
APPLICATION CLASS ................................................................................................................................. 26 
KM FILES.................................................................................................................................................. 27 

INSTALLATION............................................................................................................................................................................................................. 28 
PATROL AGENT. ........................................................................................................................................ 28 
PATROL CONSOLE. .................................................................................................................................... 28 



 

RQ KM for CISCO Network Devices V 2.3, guide revision 1 5

 

Overview: 
 
The CISCO KM is bespoke software written for use with BMC Patrol. 
 
This KM was written to fulfil the requirement of monitoring CISCO network devices using SNMP and 
creating a visual interpretation within the BMC patrol environment. 
 
The KM monitors the availability of the device, its health and reports on key statistics. 
Monitoring is achieved by use of the SNMP protocol, v1 standard. 
 
 
 

Supported Platforms 
 
The CISCO KM will support the following: 
 
BMC Patrol Agents, 3.3 or higher on any OS platform. 
BMC Patrol Consoles, 3.3 or higher on Windows platform. 
BMC Patrol Consoles, 3.3 or higher on Unix platforms, but with limited icon support. 
BMC Patrol Central, but with limited icon support. 
 
CISCO devices that support SNMP V1. 
 
NOTE: Not all parameters may be populated due to variations in MIB content and structure across different 
CISCO devices. 
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Main Application Icon. 
 

 
 
The “CISCO” main icon will appear beneath the Agent icon within the MainMap window for each Agent 
on which the KM software has been correctly installed. Installation of the KM can be done locally or 
committed to an Agent via a developer console connection.  
 
For more details on installation see the section  “ Installation”  in the guide. 
 
 

Main Application Instance Icons 
 
Beneath the CISCO main icon will be an ever-present “SETUP” icon, initially used for adding a device 
instance to be monitored and an icon for every device instance that already exists. Once added, you can 
delete or modify a device instance. 
 
To manage device instances, you must first obtain a DEMO or FULL licence to use the KM. 
To find out how to set a licence, see the sections  “Licence”  and “Set Licence Key”  in the guide. 
 
 In the example below there is a device instance called “GATEWAY” together with the “SETUP” icon. 
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Subset Applications & Parameters 
 
Drill down from the added device instance icon (in this example GATEWAY) to display device instance 
specific application icons and parameters. 
 
Depending on the CISCO device instance being monitored, all or only some subset application icons and 
parameters will be available. If the KM cannot extract specific information for a device instance, then that 
particular icon and its associated parameters will be removed from the console view. This gives a clear 
indication as to what is and what is not being monitored. 
 
The example below shows all subset application icons and parameters that are available beneath the main 
parent application. 
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Main Application Parameters 
 
Beneath the main application icon there are 3 parameters, snmpCOLLECT, ifCOOLECT and snmpREPLY. 
 
 

 
 
Parameter Description 
snmpCOLLECT This is the environment data collector for each CISCO device instance.  

 
The snmpCOLLECT parameter is a text parameter and will display information 
about the data collected.  
There will also be a time stamp when the collector last ran, all the information 
collected and a final run time value.  
Reviewing this parameter will help you understand what is being collected and help 
in debugging problems. 

Default Poll Cycle 5 Minutes 
 
The example below shows the start of the text information available. In this case you can see the timestamp 
when the collector ran (in this case 14:48:37 on Friday 1st October 2004). 
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Parameter Description 
ifCOLLECT This is the interface data collector for each CISCO device instance.  

 
The ifCOLLECT parameter is a text parameter and will display information about 
the data collected.  
There will also be a time stamp when the collector last ran, all the information 
collected and a final run time value.  
Reviewing this parameter will help you understand what is being collected and help 
in debugging problems. 

Default Poll Cycle 1 Minute 
 
The example below shows the start of the text information available. In this case you can see the timestamp 
when the collector ran (in this case 17:05:16 on Tue 29th March 2005). 
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Parameter Description 
snmpREPLY This consumer parameter shows the availability of the CISCO device instance.  

 
During every collection poll, the first thing the collector parameter checks is the 
availability of the device.  
This is achieved by attempting 4 “sysname”  fetches from the device.  
4 out of 4 successful fetches are classed as excellent, then a sliding scale down to 0 out of 
4 fetches, which is classed as unavailable. 
 
This availability scale is represented by the snmpREPLY graph. 
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Subset Application Icons & Their Parameters 
 
The following icons represent areas within the CISCO device environment. 
 

Network Interface 

  
This icon represents individual network interface’s information. 
There will be an icon for each network interface on the device instance.  
The number in brackets represents its device ID number and forms part of a unique identity name.  
 
Only interfaces that are “UP”  during initial discovery will be created online. All other interfaces will be 
created offline (greyed out icon) and no data collection will occur until monitoring is started if required. 
See “ Interface Monitoring”  and “Reports”  in the guide for more details and help in determining which 
interfaces are not “UP”  and starting monitoring. 
   
Beneath this icon there are 12 parameters representing statistical, availability and operational information. 
 

 
 
Parameter Description 
IFSpeed  Indicates the interfaces speed in bits per second (bps) 
INBWPrct Indicates the inbound traffic bandwidth as a percentage. 
INErrors Indicates the current number of inbound traffic errors. 
INKBytes Indicates the inbound traffic in Kilobytes per seconds. 
INOctets Indicates the inbound traffic in octets per seconds. 
MTU Indicates the MTU value set for this interface. 
OperStatus Indicates the operational status of this interface. 
OUTBWPrct Indicates the outbound traffic in octets per seconds. 
OUTErrors Indicates the current number of outbound traffic errors. 
OUTKBytes Indicates the outbound traffic in Kilobytes per seconds. 
OUTOctets Indicates the outbound traffic in octets per seconds. 
OUTQueue Indicates the current number of outbound packets awaiting transmission. 
 
NOTE: If an Interface is set to Full Duplex, then both INBWPrct and OUTBWPrct parameters may show 
an individual maximum value of up to 100%.  
 
If an Interface is set to Half Duplex, then INBWPrct + OUTBWPrct may result in a combined maximum 
value of up to 100%. 
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Memory 
 

 
 
 
 
This icon represents memory utilisation information. 
 

Beneath this icon, up to 5 parameters representing statistical and operational information may exist.  
Not all parameters maybe discovered on any device instance. 
 
 

 
Parameter Description 
FreeMemory Indicates the amount of free system memory left in Mbytes. 
MemoryUsed Indicates the amount of memory used as a percentage. 
PoolsInfo Shows information about the current memory pools defined and their memory usage. 
Pools Indicates the total number of pools defined. 
PoolsState Indicates the valid state of memory pools defined. 
 
   
  
 
 

PSU 
 

This icon represents power supply unit (PSU) status information. 
 
Beneath this icon there are 3 parameters representing operational information. 
 
 

 

 
 
Parameter Description 
PSUsInfo Shows information about the power supplies associated with the device. 
PSUsState Indicates the valid state of the power supplies. 
PSUs Indicates the total number of power supplies. 
 



 

RQ KM for CISCO Network Devices V 2.3, guide revision 1 13

 
 

Temperature 
 

 
 
 
 
This icon represents temperature (TEMP) sensors status information. 

 
Beneath this icon there are 3 parameters representing operational information. 
 
 
 

 
 
Parameter Description 
TEMPs  Indicates the total number of sensors.  
TEMPsInfo Shows information about the temperature sensors associated with the device. 
TEMPsState Indicates the valid state of the sensors. 
 
 

Fans 
 

 
 
 
 
This icon represents fan status information. 
 

Beneath this icon there are 3 parameters representing operational information. 
 
 
 

 
 
Parameter Description 
FansInfo Shows information about the cooling fans associated with the device. 
FansState Indicates the valid state of the cooling fans. 
Fans Indicates the total number of cooling fans. 
 



 

RQ KM for CISCO Network Devices V 2.3, guide revision 1 14

 

CPU 
 
 

 
 
 
 
This icon represents central processor unit (CPU) utilization information. 
 

Beneath this icon there is one parameter representing utilization information. 
 
 
 

 
 
Parameter Description 
CPULoad Represents the average CPU utilization over a 5-minute period. 
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KM Commands 
 
Maintenance of CISCO devices within this KM is via the KM COMMANDS pull down menu shown 
below.  
 

 
 

Configuration 
 
The Configuration menu allows you to add, modify and delete CISCO device instances. 
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Add Cisco Device 
 
To add a device instance, highlight the “SETUP” icon beneath the main “CISCO” icon, use the Right 
Mouse Button (RMB) and select  “KM Commands > Configuration > Add Cisco Device”  from the Menus.  
 
A popup response window will appear, prompting you to fill in the required information. 
  

 
 

·  Hostname or IP of the target CISCO device. 
·  An optional “sysname”  check for this device. 

If you enter a name that does not match the “sysname”  set at the device end, you will get an alarm. 
If you do not know this value, leave the field blank. 

·  SNMP port to communicate with the target device. Default is 161. 
·  Read Community string, Default is “public”  but this is often changed. Without the correct 

community name you cannot monitor the device. 
·  Availability Only or Full IF monitoring, allows you to choose the depth of monitoring. 

 
 
Availability Only monitoring does not collect any Interface data (which can be quite resource 
intensive). It only checks that the device is available from a network perspective. 
 
FULL IF Monitor ing collects all interface data for each interface within the system. Full IF data 
collection will take longer to complete especially on devices with many interfaces. 
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Modify Cisco Device 
 
To modify an existing device instance, highlight the “ INSTANCE” icon you wish to modify, use the RMB 
and select  “KM Commands > Configuration > Modify Cisco Device”  from the Menus.  
 
A popup response window will appear, prompting you to fill in the required information. This popup 
window is similar to the "Add Cisco Device" window, but with the previous values pre-filled. 
 
Review your modifications and select the “Modify”  button to confirm the changes. 
 
 

 
 
 
NOTE: You cannot change the name of the device instance. If you wish to rename a device instance, you 
must first delete the old device instance, then add the new device instance with the desired name. 

 

Delete Cisco Device 
 
To delete an unwanted device instance, highlight the “ INSTANCE” icon you wish to delete, use the RMB 
and select  “KM Commands > Configuration > Delete Cisco Device”  from the Menus. 
 
A popup response window will appear with the device instance name already pre-filled, select the “Delete”  
button to delete the device instance. 
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Load Cisco Devices From File 
 
To add multiple device instances from a reference file, highlight the “SETUP” icon beneath the main 
“CISCO” icon, use the Right Mouse Button (RMB) and select  “KM Commands > Configuration > Add 
Cisco Devices From File”  from the Menus.  
 
A popup response window will appear, prompting you to fill in the required information. 
 

 

 
·  Full path to the text file containing the devices to be added. 
 
The format for this file is as follows: 
 

hostname,por t_number ,read_community_name,[F|A]      
  
Where F = Full IF monitoring or A = Availability Only. 
 One device entry per line, four arguments separated by a comma (,). 
  
Example: 
  
london_pr imary,161,public,F 
london_backup,161,public,A 
newyork_pr imary,161,nyny,F 
newyork_backup,161,nybk,A 

 
NOTES:  
 
Avoid the space character in the hostname as this will be replaced with an underbar ( _ ). 
 
If the file does not exist you will receive an error message. 
 
This load utility will add as many devices up to the licence maximum. You will receive a licence limit 
reached message if there are more device entries in the file than the licence permits.
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Instance Monitoring 
 
The Monitoring menu allows you to suspend and resume monitoring of a device instance. 
This can be useful if the CISCO device is undergoing maintenance or there will be a planned outage. 
 

 
 
 

Suspend Monitoring 
 

 
 
To suspend monitoring, first select the device instance you wish to suspend, use the RMB and select “KM 
Commands > Monitoring > Suspend Monitoring”  from the menus.  
All objects (parameters and applications) will go to an “offline”  condition. 
 
This monitoring state will be remembered even after BMC Patrol Agent restarts or system reboots. 
 
 

Resuming Monitoring 
 

 
 
To resume monitoring, first select the device instance you wish to restart monitoring, use the RMB and 
select “KM Commands > Monitoring > Resume Monitoring”  from the menus. 
All objects (parameters and applications) will go to an “online”  condition. 
 
This monitoring state will be remembered even after BMC Patrol Agent restarts or system reboots. 
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Interface Monitoring 
 
There is another Monitoring menu at the individual interface icon instance level. 
This monitoring menu acts only on the individual interface instance. 
 
 

 
 
 
After the initial discovery of a device, a CISCO_IF icon represents all interfaces. 
However, depending on the Operational status of each interface, will determine if this interface is to be 
monitored or not.  
 
If the Operational status is “UP”  then the CISCO_IF icon will be ONLINE (white base). 
If the Operational status is not “UP” , then the CISCO_IF icon will be OFFLINE (grey base). 
 
This is to stop an initial alarm trigger for each interface that is not in use when first discovered. The 
Console operator should now review which interfaces are OFFLINE and decide if monitoring should be 
started for these interfaces. 
 

Start Monitoring 
 
To start monitoring an OFFLINE interface instance, first select the interface instance you wish to start 
monitoring, use the RMB and then select “KM Commands > Monitoring > Start_Monitoring”  from the 
menus. 
 

 
 
This interface icon will now be “ONLINE”  (white base) and its data parameters will be updated on the next 
scheduled poll cycle. If the Operational status remains “DOWN” or “TEST”  this interface instance will 
generate an alarm! 
 

Stop Monitoring 
 
To stop monitoring an ONLINE interface instance, first select the interface instance you wish to stop 
monitoring, use the RMB and then select “KM Commands > Monitoring > Stop_Monitoring”  from the 
menus. 
 

 
 
This interface icon will now disappear from the console view.  
On the next scheduled poll cycle the interface instance icon will be recreated OFFLINE (grey base). 
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Setting the IF Name 
 
To change the name of the interface instance after discovery to a more user friendly or common name then 
select “KM Commands > Name > Set IF Name”  from the menus. 
 

 
 
A popup response window will appear, prompting you to fill in the required information. 
 

 
 
The popup window will display the following information: 

·  The original discovered interface name. 
·  The current interface name used in the Patrol namespace. 
·  A default new interface name, which you may edit. 

 
NOTES:  To reset the current interface name back to the original discovered interface name, delete the 

name in the New IF Name window and leave if blank.  
 
 The interface name must not contain any special characters, spaces or tabs etc. Any spaces 

included in the new interface name will be automatically replaced with an under bar (_). 
 

 Any new interface name will be checked for duplication for that device, as no two-interface 
instances may have the same name with the Patrol namespace. If an interface already exists 
with the new name entered a popup window reporting this error will appear, your course of 
action at this point is to retry with a different name or cancel the name change. 
 

TIP:  Use the Reports > Interfaces utility to check the current names of all the interfaces for a device, 
this report will contain both the original discovered interface name and the current Patrol 
namespace name as set by you already. 
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Reports 
 
The Reports menu allows you to extract interface status information in a comma delimited (CSV) format. 
This information will help you determine which interfaces are currently “UP”  and which interfaces are not 
“UP”  and hence being monitored, to allow the console operator to start monitoring additional interfaces. 
 

Interfaces 
 
To produce an interfaces report, first select the device instance you wish to report on, use the RMB and 
then select “KM Commands > Reports > Interfaces”  from the menus.  
 
 

 
 
 
A popup response window will appear containing status information for each interface on the selected 
device instance.  
 
This information contained in this window can be copied to the clipboard or saved to local disk as a *.csv 
file and opened using a spreadsheet application such as MS Excel. 
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Licence 
 
The licence menu allows you to enter a licence key to enable the KM for use. 
Without either a DEMO key or FULL key, the KM will not function. 

Set Licence Key 
 

 
 
To set a key, , highlight the “SETUP” icon beneath the main “CISCO” icon, use the RMB and then select  
“KM Commands > Licence > Set Licence Key”  from the menu. 
 
A popup window will appear prompting for a key. 
 

 
 
A key is a hex encrypted licence, example: BE65EAD3AEA042AAF312E8BA3582C738 
 
Demo keys can be used on any hostname and they will expire after 14 days. 
You can apply a maximum of 3 demo keys before a full licence key must be obtained. 
 
Full keys are specific to a hostname, so you must make sure the hostname matches the one supplied for the 
key generation, including case sensitivity. 
 
If you set a key that is valid you will receive a prompt indicating the acceptance of the key. 
 

 
 
If you set a key that is invalid (wrong hostname, repeat demo key, bad key) you will receive a prompt 
indicating a key error and the nature of the error. 
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Infoboxes 
 
The Infobox menu option will give useful quick hit information about the device instance. 
To obtain this information, highlight any device instance icon, use the RMB and select  “ Infobox” .  
 
Depending on which icon you choose depends on what information is displayed. 

Cisco Device Instance Icon InfoBox 

 
 

Cisco Device Interface Instance Icon InfoBox 
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Default Alarm Settings 
 

Parameters 
 
Application Parameter  Border  Alarm 1 Alarm 2 Recovery 
CISCO snmpREPLY 0 to 4 (A) 0 to 0 (A) 1 to 1 (W) - 
CISCO_IF OperStatus 1 to 7 (A) 2 to 2 (A) 3 to 4 (W) - 
CISCO_MEMORY PoolsStatus 0 to 1 (A) 1 to 1(A) - - 
CISCO_FAN FansStatus 0 to 1 (A) 1 to 1 (A) - - 
CISCO_PSU PSUsStatus 0 to 1 (A) 1 to 1 (A) - - 
CISCO_TEMP TEMPsStatus 0 to 1 (A) 1 to 1 (A) - - 
CISCO_CPU CPULoad 0 to 100 (A) 90 to 95 (W) 95 to 100 (A) - 
 
 
NOTE: The Network Interfaces alarm thresholds are preset to give a warning for a persistent “TEST”  state 
(2 consecutive readings) and give an immediate alarm for a “DOWN” state. All other states are deemed to 
be OK. 
 
However, some interfaces maybe “DOWN” because they are not being used or they are failover/backup 
interfaces and will only be “UP”  during a main network outage, giving a false alarm trigger. 
 
Therefore you must review the interface usage for each device instance and decide if monitoring for each 
interface should occur. See “ Interface Monitoring”  and “Reports”  in the guide for more details and help in 
determining which interfaces are not “UP”  etc. 
 
 
 
 
 

Recovery Actions 
 

Parameters 
 
There are no default recovery actions set on any parameters. 
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Hierarchy 
 

Application Class 
 
The diagram below represents the application classes’  hierarchy for the CISCO KM. 
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KM Files 
 
The following list represents the directories and files hierarchy for the CISCO KM. 

 
 

$PATROL_HOME 
 

      
L IB 

      
 

KNOWLEDGE PSL IMAGES 
CISCO.kml cisco_add.lib cisco_ok 
CISCO.km cisco_delete.lib cisco_warn 

CISCO_CPU.km cisco_details.lib cpu_ok 
CISCO_FAN.km cisco_if_coll.lib cpu_warn 
CISCO_IF.km cisco_items.lib fan_ok 

CISCO_MEMORY.km cisco_licence.lib fan_warn 
CISCO_PSU.km cisco_main_coll.lib memory_ok 

CISCO_TEMP.km cisco_main_disc.lib memeory_warn 
 cisco_modify.lib power_ok 
 cisco_pad.lib power_warn 
 cisco_resume.lib smp_ok 
 cisco_suspend.lib smp_warn 
 cisco_set_name.lib temp_ok 
  temp_warn 
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Installation        

Patrol Agent. 
 
To install the CISCO KM on a Patrol Agent server, simply copy the top level “ lib”  directory and all its sub-
directories and files into the Patrol home directory ($PATROL_HOME or %PATROL_HOME%). 
 
You can exclude the images directory if you wish, as the Agent does not use these files. 
However, no functionality, performance or operational issues will result if you do copy the images 
directory. 
 
NOTE: Ensure you preload the CISCO KM to allow the Agent to monitor your devices even when no 
Consoles are connected. Use the CISCO.kml file as the reference in the /AgentSeup/preloadedKMs listing 
within the Agent configuration. 

 

Patrol Console. 
 
To install the CISCO KM on a Patrol Console server, simply copy the top level “ lib”  directory and all its 
sub-directories and files into the Patrol home directory ($PATROL_HOME or %PATROL_HOME%). 
 
NOTE: You will need to exit and restart any existing Consoles that are running to allow the new icons 
supplied with the CISCO KM to be loaded into the Consoles cache memory and be available for use. 
 
NOTE: Ensure you load all the CISCO KM files into your Console to view the monitoring of your devices. 
Use the CISCO.kml file as the reference source when loading the CISCO KM. 
 
 
 
 
 
 


