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Preface

This document is intended for end users of BMC Patrol software. The user should be converse with the use
of BMC Patrol and have a working knowledge of the network environment.

The document will overview the various features of this KM and give an insight to its correct use and

benefits, by means of actual screen shots taken from a Microsoft Windows NT system (screen images on
UNIX system may vary dightly from those shown in this manual).
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Credits

Patrol is atrademark of BMC Software.

Other logos and product/trade names are registered trademarks or trademarks of their respective companies.
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Overview:

The CISCO KM is bespoke software written for use with BMC Patrol.

This KM was written to fulfil the requirement of monitoring CISCO network devices using SNMP and
creating avisua interpretation within the BMC patrol environment.

The KM monitors the availability of the device, its health and reports on key statistics.
Monitoring is achieved by use of the SNMP protocol, v1 standard.

Supported Platforms

The CISCO KM will support the following:

BMC Patrol Agents, 3.3 or higher on any OS platform.

BMC Patrol Consoles, 3.3 or higher on Windows platform.

BMC Patrol Consoles, 3.3 or higher on Unix platforms, but with limited icon support.
BMC Patrol Central, but with limited icon support.

CISCO devices that support SNMP V1.

NOTE: Not all parameters may be populated due to variationsin MIB content and structure across different
CISCO devices.
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Main Application Icon.

The“CISCO” main icon will appear beneath the Agent icon within the MainMap window for each Agent
on which the KM software has been correctly installed. Installation of the KM can be done locally or
committed to an Agent via a developer console connection.

For more details on installation see the section “Installation” in the guide.

Main Application Instance Icons

Beneath the CISCO main icon will be an ever-present “SETUP” icon, initially used for adding a device
instance to be monitored and an icon for every device instance that already exists. Once added, you can
delete or modify a device instance.

To manage device instances, you must first obtain aDEMO or FULL licence to use the KM.
To find out how to set alicence, see the sections “Licence” and “Set Licence Key” in the guide.

In the example below thereis a device instance called “GATEWAY” together with the “SETUP” icon.

Cisco Cisco
Ll L)

SETUP GATEW &Y
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Subset Applications & Parameters

Drill down from the added device instance icon (in this example GATEWAY) to display device instance

specific application icons and parameters.

Depending on the CISCO device instance being monitored, all or only some subset application icons and
parameters will be available. If the KM cannot extract specific information for a device instance, then that
particular icon and its associated parameters will be removed from the console view. This gives a clear

indication as to what is and what is not being monitored.

The example below shows all subset application icons and parameters that are available beneath the main

parent application.

aw
LTF

TEMP

(1jEthernetd  spmpCOLLECT snmpREPLY

IFCOLLECT
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Main Application Parameters

Beneath the main application icon there are 3 parameters, sn mpCOLLECT, if COOLECT and snmpREPLY .

shrnpCOLLECT

stmpCOLLECT Thisisthe environment data collector for each CISCO device instance.
The snmpCOLLECT parameter is atext parameter and will display information
about the data collected.
There will also be atime stamp when the collector last ran, all the information
collected and afinal run time value.
Reviewing this parameter will help you understand what is being collected and help
in debugging problems.

Default Poll Cycle 5 Minutes

The example below shows the start of the text information available. In this case you can see the timestamp
when the collector ran (in this case 14:48:37 on Friday 1% October 2004).

Data collection started @ Fri Oct 1 14:48:37 28084 -
System Information Extract

System Hame
1.3.6.1.2.1.1.5.8 5 string CISCO

Product Description

1.3.6.1.2.1.1.1.8 214 string Cisco Internetwork Operating System Softwar
I0S {tm) 1688 Software (C1688-Y-HM), Version 11.2({16)P, RELEASE SOFTWARE {fc1)
Copyright {c) 1986-1998 by cisco Systems, Inc.

Compiled Tue 28-0ct-98 84:23 by dschwart

CPU Averages
1.3.6.1.4.1.9.2.1.57.8 integer 28
1.3.6.1.4.1.9.2.1.58.8 integer 27

-
4| | E
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iFCOLLECT

ifCOLLECT

Thisisthe interface data collector for each CISCO device instance.

Theif COLLECT parameter is atext parameter and will display information about
the data collected.
There will also be atime stamp when the collector last ran, all the information
collected and afinal run time value.

Reviewing this parameter will help you understand what is being collected and help
in debugging problems.

Default Poll Cycle

1 Minute

The example below shows the start of the text information available. In this case you can see the timestamp

when the collector ran (in this case 17:05:16 on Tue 29" March 2005).

# "“fCOLLECT™ of "192.168.1.200" on "telboy™

=
]

1.3.6.1.2.1.2.1.8
1.3.6.1.2.1.2.2.1.1.1
b e A e
1 fe i o bl [t F i |
1 i i ) e e el el
1.3.6.1.2.1.2.2.1.3.1
1.3.6.1.2.1.2.2.1.3.2
A ol o) of o] o o o] o]
1.3.6.1.2.1.2.2.1.4.2
1.3.6.1.2.1.2.2.1.5.1
b R R R e
3.6.1.2.1.2.2.1.6.1
3.6.1.2.1.2.2.1.6.2

—
]

FS

Data collection started @ Tue Mar 29 17:85:16 2885 -

Interface Information Extract

integer
integer
integer
o

i
integer
integer
integer
integer
gauge
gauge

i

a

=101 |

1
2

string Ethernets

string Serial@

G

23

1588

1588

18808808 (989680)
15440800 (178F48)

string @8 58 54 28 C5 86
string

B
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i

snmpREPLY

STmMpREPLY This consumer parameter shows the availability of the CISCO device instance.

During every collection poll, the first thing the collector parameter checks is the
availability of the device.

Thisisachieved by attempting 4 “sysname” fetches from the device.

4 out of 4 successful fetches are classed as excellent, then a dliding scale down to 0 out of
4 fetches, which is classed as unavailable.

This availability scale is represented by the snmpREPLY graph.

B S|y bl [0 | el bl D ] R

SNMP GET Fieply Statusk

0= Failed, 1-4 = Respars= aun ol 4 GETS

123 1240 12:50 13 1310 130 133 1340 13:50 1440 1d:10 1420
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Subset Application Icons & Their Parameters

The following icons represent areas within the CISCO device environment.

Network Interface

=

(1JEthernetn

Thisicon representsindividual network interface’ s information.
There will be an icon for each network interface on the device instance.
The number in brackets represents its device ID number and forms part of a unique identity name.

Only interfaces that are “UP” during initial discovery will be created online. All other interfaces will be
created offline (greyed out icon) and no data collection will occur until monitoring is started if required.
See “Interface Monitoring” and “Reports’ in the guide for more details and help in determining which
interfaces are not “UP” and starting monitoring.

Beneath thisicon there are 12 parameters representing statistical, availability and operational information.

S S S S S
IFSpeed IMEWPrCE IMEFrors IMKEvEes INOckeks
P S— P P P
Operatatus QUTEWPrCE QUTErrars OUTEEYtes QUTOckets QUTQueus
| FSpeed Indicates the interfaces speed in bits per second (bps)
INBWPr ct Indicates the inbound traffic bandwidth as a percentage.
INErrors Indicates the current number of inbound traffic errors.
INK Bytes Indicates the inbound traffic in Kilobytes per seconds.
INOctets Indicates the inbound traffic in octets per seconds.
MTU Indicatesthe MTU value set for thisinterface.
Oper Status Indicates the operational status of thisinterface.
OUTBWPrct Indicates the outbound traffic in octets per seconds.
OUTErrors Indicates the current number of outbound traffic errors.
OUTKBytes Indicates the outbound traffic in Kilobytes per seconds.
OUTOctets Indicates the outbound traffic in octets per seconds.
OUTQueue Indicates the current number of outbound packets awaiting transmission.

NOTE: If an Interfaceis set to Full Duplex, then both INBWPrct and OUTBWPrct parameters may show
an individual maximum value of up to 100%.

If an Interface is set to Half Duplex, then INBWPrct + OUTBWPrct may result in a combined maximum
value of up to 100%.
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Memory

=

MEMORY Thisicon represents memory utilisation information.

Beneath thisicon, up to 5 parameters representing statistical and operational information may exist.
Not all parameters maybe discovered on any device instance.

N 8 ¥

FreeMemory Mermoryllsed PoolsSkate Pools PoolsInfo
FreeM emory I ndicates the amount of free system memory left in Mbytes.
M emoryUsed I ndicates the amount of memory used as a percentage.
Poolsinfo Shows information about the current memory pools defined and their memory usage.
Pools Indicates the total number of pools defined.
PoolsState Indicates the valid state of memory pools defined.
PSU

M Thisicon represents power supply unit (PSU) status information.
(=)

Beneath thisicon there are 3 parameters representing operational information.

¥

PsUsInfo PSUsSEate PsUs
PSUsInfo Shows information about the power supplies associated with the device.
PSUsState Indicates the valid state of the power supplies.
PSUs Indicates the total number of power supplies.
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Temperature
)
s
TEMP Thisicon represents temperature (TEMP) sensors status information.

Beneath thisicon there are 3 parameters representing operational information.

¥

TEMPs TEMPsInfo TEMPs5tate
TEMPs Indicates the total number of sensors.
TEM PslInfo Shows information about the temperature sensors associated with the device.
TEM PsState Indicates the valid state of the sensors.
Fans
FAN Thisicon represents fan status information.

Beneath thisicon there are 3 parameters representing operational information.

¥

FansInfo Fans3tate Fans
Fanslnfo Shows information about the cooling fans associated with the device.
FansState Indicates the valid state of the cooling fans.
Fans Indicates the total number of cooling fans.
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CPU

&

Pl Thisicon represents central processor unit (CPU) utilization information.

Beneath thisicon there is one parameter representing utilization information.

i
i

CPULoad

CPUL oad Represents the average CPU utilization over a 5-minute period.
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KM Commands

Maintenance of CISCO devices within this KM isviathe KM COMMANDS pull down menu shown
below.

KM Commands Configurakion  »
Manitoring +
Licence g

Configuration

The Configuration menu allows you to add, modify and delete CISCO device instances.

| kM Commands Configuration  # add Cisco Device
Maodify Cisco Device
Delete Cisco Device

Load Cisco Devices From File
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Add Cisco Device

To add a device instance, highlight the “SETUP” icon beneath the main “ CISCO” icon, use the Right
Mouse Button (RMB) and select “KM Commands > Configuration > Add Cisco Device” from the Menus.

A popup response window will appear, prompting you to fill in the required information.

=18/ x]

Enter Hostname OF Ip: I

Enter SHHEP Svsname I

Enter SHHP Port (default 1g8l): [1g1

Enter Read Community String (default public) : |public

i Availability Only
= Full IF Monitaring

addl|l | Cancel |

Hostname or |P of the target CISCO device.

An optional “sysname” check for this device.

If you enter a name that does not match the “sysname” set at the device end, you will get an alarm.
If you do not know this value, leave the field blank.

SNMP port to communicate with the target device. Default is 161.

Read Community string, Default is“public” but thisis often changed. Without the correct
community name you cannot monitor the device.

Availability Only or Full IF monitoring, allows you to choose the depth of monitoring.

Availability Only monitoring does not collect any Interface data (which can be quite resource
intensive). It only checks that the device is available from a network perspective.

FULL IF Monitoring collects all interface data for each interface within the system. Full IF data
collection will take longer to complete especially on devices with many interfaces.
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Modify Cisco Device

To modify an existing device instance, highlight the “INSTANCE” icon you wish to modify, use the RMB
and select “KM Commands > Configuration > Modify Cisco Device” from the Menus.

A popup response window will appear, prompting you to fill in the required information. This popup
window is similar to the "Add Cisco Device" window, but with the previous values pre-filled.

Review your modifications and select the “Modify” button to confirm the changes.

% Modify CISCO Device '192.168.1.200° =10 x|

Enter SHMF Sysname

Enter SHHMP Port (default 161): [161

Enter REead Community String (default public) : |public

™ Availability Only
&% Full IF honitoring

F adify I Cancel |

NOTE: Y ou cannot change the name of the device instance. If you wish to rename a device instance, you
must first delete the old device instance, then add the new device instance with the desired name.

Delete Cisco Device

To delete an unwanted device instance, highlight the “INSTANCE” icon you wish to delete, use the RMB
and select “KM Commands > Configuration > Delete Cisco Device” from the Menus.

A popup response window will appear with the device instance name already pre-filled, select the “ Delete”
button to delete the device instance.

& pelete CISCO Device =10] ]

Enter CISCO Device: I192_158_1_2DD

Delete I Cancel |
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Load Cisco Devices From File

To add multiple device instances from a reference file, highlight the “SETUP” icon beneath the main
“CISCQO” icon, use the Right Mouse Button (RMB) and select “KM Commands > Configuration > Add
Cisco Devices From File” from the Menus.

A popup response window will appear, prompting you to fill in the required information.

% Load CISCO Devices From File =10 x|

Enter Full Path To File : '

Example: C:IATEHPAWHY _DEUICES.TXT

Load Cancel |

Full path to the text file containing the devices to be added.
The format for thisfile is asfollows:
hosthame,port_number,read_community _name,[F|A]

Where F = Full IF monitoring or A = Availability Only.
One device entry per line, four arguments separated by a comma ().

Example:
london_primary,161,public,F
london_backup,161,public,A
newyork_primary,161,nyny,F
newyork_backup,161,nybk,A
NOTES:
Avoid the space character in the hostname as this will be replaced with an underbar (_).

If the file does not exist you will receive an error message.

Thisload utility will add as many devices up to the licence maximum. Y ou will receive alicence limit
reached message if there are more device entries in the file than the licence permits.
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Instance Monitoring

The Monitoring menu allows you to suspend and resume monitoring of a device instance.
This can be useful if the CISCO device is undergoing maintenance or there will be a planned outage.

KM Commands

Manitoring Suspend Monitaring

Resume Monitaring

Suspend Monitoring

KM Commands

Manitoring Suspend Monitoring
Resime M omtarig

To suspend monitoring, first select the device instance you wish to suspend, use the RMB and select “KM
Commands > Monitoring > Suspend Monitoring” from the menus.
All objects (parameters and applications) will go to an “ offline” condition.

This monitoring state will be remembered even after BMC Patrol Agent restarts or system reboots.

Resuming Monitoring

KM Commands

Manitoring Stispent Manitaring
Resurme Moniktaring

To resume monitoring, first select the device instance you wish to restart monitoring, use the RMB and
select “KM Commands > Monitoring > Resume Monitoring” from the menus.
All objects (parameters and applications) will go to an “onling” condition.

This monitoring state will be remembered even after BMC Patrol Agent restarts or system reboots.

RQ KM for CISCO Network DevicesV 2.3, guiderevision1 19



Interface Monitoring

There is another Monitoring menu at the individual interface icon instance level.
This monitoring menu acts only on the individual interface instance.

kM Commands Monitaring  # Skart_Monitaring
Skop_Monitoring

After theinitial discovery of adevice, a CISCO_IF icon represents all interfaces.
However, depending on the Operational status of each interface, will determineif thisinterfaceisto be
monitored or not.

If the Operational statusis“UP” then the CISCO_IF icon will be ONLINE (white base).
If the Operational statusis not “UP”, then the CISCO_IF icon will be OFFLINE (grey base).

Thisisto stop aninitial alarm trigger for each interface that is not in use when first discovered. The
Console operator should now review which interfaces are OFFLINE and decide if monitoring should be
started for these interfaces.

Start Monitoring

To start monitoring an OFFLINE interface instance, first select the interface instance you wish to start
monitoring, use the RMB and then select “KM Commands > Monitoring > Start_Monitoring” from the
menus.

KM Commands

Monitoring  # Skart_Monitaring

Thisinterface icon will now be “ONLINE” (white base) and its data parameters will be updated on the next
scheduled poll cycle. If the Operational status remains“DOWN?” or “TEST” this interface instance will
generate an alarm!

Stop Monitoring

To stop monitoring an ONLINE interface instance, first select the interface instance you wish to stop
monitoring, use the RMB and then select “KM Commands > Monitoring > Stop_Monitoring” from the
menus.

kKM Commands

Monitaring

Skop_Maonitoring

Thisinterface icon will now disappear from the console view.
On the next scheduled poll cycle the interface instance icon will be recreated OFFLINE (grey base).
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Setting the IF Name

To change the name of the interface instance after discovery to a more user friendly or common name then
select “KM Commands > Name > Set IF Name” from the menus.

kM Commands

A popup response window will appear, prompting you to fill in the required information.

B cet IF Name o =]

Original Device Hame : (1)}Ethernet®

Current IF Hame - ({1)Ethernet@
Enter Hew IF Hame : |{4}Ethernets

Hew IF Hame should not contain any special chars or spaces

Set Hew IF Hame to Blank to RESET the original Device Hame

set Cancel

The popup window will display the following information:
The original discovered interface name.
The current interface name used in the Patrol namespace.
A default new interface name, which you may edit.

NOTES. To reset the current interface name back to the original discovered interface name, delete the
name in the New IF Name window and leave if blank.

The interface name must not contain any special characters, spaces or tabs etc. Any spaces
included in the new interface name will be automatically replaced with an under bar ().

Any new interface name will be checked for duplication for that device, as no two-interface
instances may have the same name with the Patrol namespace. If an interface already exists
with the new name entered a popup window reporting this error will appear, your course of

action at this point is to retry with a different name or cancel the name change.

TIP: Use the Reports > Interfaces utility to check the current names of al the interfaces for a device,

this report will contain both the original discovered interface name and the current Patrol
namespace name as set by you already.
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Reports

The Reports menu allows you to extract interface status information in a commadelimited (CSV) format.
Thisinformation will help you determine which interfaces are currently “UP” and which interfaces are not
“UP" and hence being monitored, to allow the console operator to start monitoring additional interfaces.

Interfaces

To produce an interfaces report, first select the device instance you wish to report on, use the RMB and
then select “KM Commands > Reports > Interfaces’ from the menus.

kKM Commands Reparts Inkerfaces
A popup response window will appear containing status information for each interface on the selected
device instance.

Thisinformation contained in this window can be copied to the clipboard or saved to local disk asa*.csv
file and opened using a spreadsheet application such asM S Excel.

# "Interfaces” on "telboy.192.168.1.200", global for "CISCO" class o ]

Device = 192.168.1.200 ‘:J
Interface Report @ Fri Sep 16 18:21:45 2885

ID,Devicedame ,PatrolHame ,0pStatus,Speed{bps),TotalINOct,TotaldUTOct,Type ,MTU
1,Ethernetd, (1)Ethernetd,UP 100006800, 483861 ,548608 6150808
?,5erialf,{?)Serialf,D0WN,,,,,
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Licence

The licence menu allows you to enter alicence key to enable the KM for use.
Without either aDEMO key or FULL key, the KM will not function.

Set Licence Key

kM Commands

Licence Set Licence key

To set akey, , highlight the “SETUP” icon beneath the main “CISCO” icon, use the RMB and then select
“KM Commands > Licence > Set Licence Key” from the menu.

A popup window will appear prompting for a key.

=181 ]

Enter Key: I

Set Eancell

A key isahex encrypted licence, example: BEGSEAD3AEA042AAF312E8BA3582C738

Demo keys can be used on any hostname and they will expire after 14 days.
Y ou can apply a maximum of 3 demo keys before a full licence key must be obtained.

Full keys are specific to a hosthame, so you must make sure the hostname matches the one supplied for the
key generation, including case sensitivity.

If you set akey that isvalid you will receive a prompt indicating the acceptance of the key.

E Set Licence Key Accepted ;IQILI

Eevy entered 1= a walid FULL licence.
Thanl wou for purchasing this product .

If you set akey that isinvalid (wrong hostname, repeat demo key, bad key) you will receive a prompt
indicating a key error and the nature of the error.

% get Licence Key Erfor =10 x|

Key entered 1= not a walid licence or
not the key intended for this hosthnamne.
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Infoboxes

The Infobox menu option will give useful quick hit information about the device instance.
To obtain thisinformation, highlight any device instance icon, use the RMB and select “Infobox”.

Depending on which icon you choose depends on what information is displayed.

Cisco Device Instance Icon InfoBox

Cisco Device Interface Instance Icon InfoBox

RQ KM for CISCO Network DevicesV 2.3, guiderevision1 24



Default Alarm Settings

Parameters

CISCO SnmpREPLY 0to 4 (A) 0to0(A) 1to1 (W) -
CISCO _IF OperStatus 1to 7 (A) 2102 (A) 3t04 (W) -
CISCO_MEMORY | PoolsStatus 0to1(A) 1to 1(A) - -
CISCO_FAN FansStatus 0to1(A) 1to1(A) - -
CISCO_PSU PSUsStatus 0to1(A) 1to 1 (A) - -
CISCO_TEMP TEMPsStatus 0to1(A) 1to 1 (A) - -
CISCO_CPU CPULoad 010100 (A) 90t0 95 (W) | 95t0 100 (A) -

NOTE: The Network Interfaces alarm thresholds are preset to give awarning for apersistent “TEST” state
(2 consecutive readings) and give an immediate dlarm for a“DOWN?” state. All other states are deemed to
be OK.

However, some interfaces maybe “DOWN” because they are not being used or they are failover/backup
interfaces and will only be “UP” during a main network outage, giving afalse alarm trigger.

Therefore you must review the interface usage for each device instance and decide if monitoring for each
interface should occur. See “Interface Monitoring” and “Reports’ in the guide for more details and help in
determining which interfaces are not “UP” etc.

Recovery Actions

Parameters

There are no default recovery actions set on any parameters.

RQ KM for CISCO Network DevicesV 2.3, guiderevision1 25




Hierarchy

Application Class

The diagram below represents the application classes' hierarchy for the CISCO KM.
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KM Files

The following list represents the directories and files hierarchy for the CISCO KM.

$PATROL_HOME

LIB
KNOWLEDGE PSL IMAGES
CISCO.kml cisco_add.lib cisco ok
CISCO.km cisco _deletellib cisco_warn
CISCO_CPU.km cisco_details.lib cpu_ok
CISCO_FAN.km cisco if coll.lib cpu_warn
CISCO _|F.km cisco_items.lib fan ok
CISCO_MEMORY .km cisco_licencelib fan warn
CISCO_PSU.km cisco_main_coll.lib memory ok
CISCO_TEMP.km cisco_main _disc.lib memeory_warn
cisco_modify.lib power_ok
cisco_pad.lib power_warn
cisco_resume.lib smp_ok
cisco_suspend.lib smp_warn
cisco_set name.lib temp_ok
temp_warn
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Installation

Patrol Agent.

Toinstall the CISCO KM on a Patrol Agent server, simply copy the top level “lib” directory and all its sub-
directories and filesinto the Patrol home directory ($PATROL_HOME or %PATROL_HOME%).

Y ou can exclude the images directory if you wish, as the Agent does not use these files.

However, no functionality, performance or operational issues will result if you do copy the images
directory.

NOTE: Ensure you preload the CISCO KM to allow the Agent to monitor your devices even when no

Consoles are connected. Use the CISCO.kml file as the reference in the /AgentSeup/preloadedK Ms listing
within the Agent configuration.

Patrol Console.

To install the CISCO KM on a Patrol Console server, simply copy the top level “lib” directory and all its
sub-directories and filesinto the Patrol home directory ($PATROL_HOME or %PATROL_HOME%).

NOTE: You will need to exit and restart any existing Consoles that are running to allow the new icons
supplied with the CISCO KM to be loaded into the Consoles cache memory and be available for use.

NOTE: Ensure you load al the CISCO KM filesinto your Console to view the monitoring of your devices.
Use the CISCO.kml file as the reference source when loading the CISCO KM.
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